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Prologue: Understanding Current Issues 
As legacy applications have grown over the years in almost all of mid to large size 
organizations to support various business processes, these applications have expanded 
the number of users, groups and roles that need to be managed by the administrators. 
 
With these growing applications, few internal users (administrators) manage most of 
the administration functions. This administrative burden grows as number of systems 
increase. This is where single sign-on (SSO) and identity management shines. 
Implementing SSO and identity management can reduce overall administrative work by 
managing user information such as their passwords, attributes, groups, and roles' 
memberships in a centralized user repository.             
                                                                                       
In this document, we will talk about single sign-on and identity management in general 
and their benefits. This will be followed by explaining different options and a 
recommended customized solution along with its potential advantages to cater to the 
organizationôs needs. Last but not the least; we will discuss a case study of our SSO 
implementation for Verizon ï Thinkfinity and its benefits for the organization. 
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1. SSO and Identity Management 
Single sign-on (SSO) is a property of access control of multiple, related, but 
independent software systems. With this property, a user logs in once and gains access 
to all systems without being prompted to log in again at each of them. Single sign-off is 
the reverse property whereby a single action of signing out terminates access to 
multiple software systems. 
 
As different applications and resources support different authentication mechanisms, 
single sign-on has to internally translate to and store different credentials compared to 
what is used for initial authentication. 

1.1  Benefits 

SSO reduces phishing success, because users are not trained to enter password 
everywhere without thinking. It also reduces password fatigue from different username 
and password combinations and the time spent re-entering passwords for the same 
identity. SSO can support conventional authentication such as Windows credentials (i.e. 
username/password). SSO can reduce IT costs due to lower number of IT help desk 
calls about passwords. It also provides security on all levels of entry/exit/access to 
systems without the inconvenience of re-prompting users and allows centralized 
reporting for compliance adherence. 

2. SSO Options 
There are various methods to implement SSO within an organizational structure. 
Popular implementations are Central Authentication Service (CAS), Security Assertion 
Markup Language (SAML) and OpenID. Of the three, OpenID is the most practical, safe 
and common SSO technique in the present market. We will briefly outline CAS and 
SAML and will then discuss OpenID in a little detail to pave the way for Zigronôs solution 
for SSO which is based on OpenID structure while also considering the technical 
advantages of the first two implementations.  

2.1  Central Authentication Service (CAS) 

CAS is an open source, Java-based protocol for single sign practicality for the web that 
permits users to access multiple applications while providing their credentials (such as 
user ID and password) only once. It also allows web applications to authenticate users 
without gaining access to a user's security credentials, such as a password. The name 
CAS also refers to a software package that implements this protocol. 

2.1.1 Main Steps 

The following are the main steps in the authentication protocol of CAS also shown in 
Figure 1: 
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1. The user attempts to access an application using its URL. The user is redirected to 
the CAS login URL over an HTTPS connection, passing the name of the requested 
service as a parameter. The user is presented with a username/password dialog 
box. 

2. The user enters ID and password details and CAS attempts to authenticate the user. 
If authentication fails, the target application never hears about it -- the user remains 
at the CAS server. 

3. If authentication succeeds, then CAS redirects the user back to the target 
application, appending a parameter called a ticket to the URL. CAS then attempts to 
create an in-memory cookie called a ticket-granting cookie. This is done to allow for 
automatic re-authentication later -- if present, then it indicates that the user has 
already successfully logged in and the user avoids having to re-enter his1 username 
and password. 

4. The application then validates that this is a correct ticket and represents a valid user 
by calling the CAS ServiceValidate URL by opening an HTTPS connection and 
passing the ticket and service name as parameters. CAS checks that the supplied 
ticket is valid and is associated with the requested service. If validation is successful, 
CAS returns the username to the application. 

 

 
Figure 1: CAS Authentication Process on Intranet 

2.2  Security Assertion Markup Language (SAML) 

SAML is an XML-based standard for exchanging authentication and authorization data 
between security domains, that is, between an identity provider (a producer of 
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assertions) and a service provider (a consumer of assertions). SAML is a product of the 
OASIS Security Services Technical Committee. 
 
SAML assumes the principal (often a user) has enrolled with at least one identity 
provider. This identity provider is expected to provide local authentication services to 
the principal. A service provider relies on the identity provider to identify the principal. 
At the principal's request, the identity provider passes a SAML assertion to the service 
provider. On the basis of this assertion, the service provider makes an access control 
decision. 
 
SAML is employed by Google, Inc for the SSO implementation within its applications 
(including Gmail, Google Sites or Start Pages). 

2.2.1 Working 

1. The user attempts to reach a hosted application X.  
2. Server generates a SAML authentication request. The SAML request is encoded and 

embedded into the URL for the partner's SSO service. The RelayState parameter 
containing the encoded URL of X that the user is trying to reach is also embedded in 
the SSO URL. This RelayState parameter is meant to be an opaque identifier that is 
passed back without any modification or inspection.  

3. Server sends a redirect to the user's browser. The redirect URL includes the encoded 
SAML authentication request that should be submitted to the partner's SSO service.  

4. The partner decodes the SAML request and extracts the URL for both Assertion 
Consumer Service (ACS) and the user's destination URL (RelayState parameter). The 
partner then authenticates the user. Partners could authenticate users by either 
asking for valid login credentials or by checking for valid session cookies.  

5. The partner generates a SAML response that contains the authenticated user's 
username. In accordance with the SAML 2.0 specification, this response is digitally 
signed with the partner's public and private DSA/RSA keys.  

6. The partner encodes the SAML response and the RelayState parameter and returns 
that information to the user's browser. The partner provides a mechanism so that 
the browser can forward that information to ACS. For example, the partner could 
embed the SAML response and destination URL in a form and provide a button that 
the user can click to submit the form to the server. The partner could also include 
JavaScript on the page that automatically submits the form to the server.  

7. ACS verifies the SAML response using the partner's public key. If the response is 
successfully verified, ACS redirects the user to the destination URL.  

8. The user has been redirected to the destination URL and is logged in to the 
application suite. 

 
The process is shown in Figure 2. 
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Figure 2: SAML Transaction Steps 

 

2.3  OpenID 

OpenID is an open standard that describes how users can be authenticated in a 
decentralized manner, obviating the need for services to provide their own ad hoc 
systems and allowing users to consolidate their digital identities. 
 
The OpenID protocol does not rely on a central authority to authenticate a user's 
identity. Moreover, neither services nor the OpenID standard may mandate a specific 
means by which to authenticate users, allowing for approaches ranging from the 
common (such as passwords) to the novel (such as smart cards or biometrics). 
 
The term OpenID may also refer to an ID as specified in the OpenID standard; these 
IDs take the form of a unique URL, and are managed by some 'OpenID provider' that 
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handles authentication. 
 
OpenID authentication is now used and provided by several large websites. Providers 
include AOL, BBC, Facebook, Google, IBM, MySpace, Orange, PayPal, VeriSign, 
LiveJournal, Yandex, Ustream and Yahoo!. 
 

2.3.1 Procedure 

First, the user needs a personal identity based on OpenID from one of the numerous 
OpenID providers or some sites that provide an OpenID with membership. This 
personal identity comes in the form a URL or URI (essentially a web address that starts 
with http:// or https://) that is unique to that user. When the user needs to sign up or 
sign in to a web site that accepts OpenID logins (including the words 'OpenID' or the 
OpenID logo in UI), he submits his OpenID URL. The website then redirects him to the 
site of his ID provider where he authenticates himself with his password and optionally 
chooses the details (such as full name, e-mail ID, or nickname, or when his login ID 
should expire for a particular site) that he wants to share with the requesting site and 
allows the authentication request to go through. He is then returned to the requesting 
site. This authenticates the user. The requesting site will usually ask him to associate a 
nickname with his OpenID. It should be possible to register with and sign in to different 
sites using different nicknames, one for each site but the same OpenID. But for the 
sake of easy remembrance, it is suggested to keep just a single nickname. 
 
The simplest and most direct way to get a personal OpenID is to go to a third party 
provider (The user who is the owner of the OpenID is the first party, the website that 
wants him authenticated is the second party, the OpenID provider is the third party.). 
But before that, the smart thing to do would be find out if the user has already have 
one. For instance, a blogger at wordpress.com has an already available OpenID as 
http://blogname.wordpress.com/. There are other sites as well that automatically 
provide an OpenID with membership. Yahoo!, for example, gives an OpenID if a user 
has a Yahoo! account (though he would need to sign up for this at 
http://openid.yahoo.com). TheYahoo! OpenID will be of the form 
https://me.yahoo.com/user-nickname. 
 
The OpenID mechanism is shown in Figure 3. As depicted, the user sends identifier to 
the target website. The website contacts the OpenID provider of the user. The user is 
not authorized in case of bad credentials or logged in otherwise. All procedures are 
handled as discussed above. 
 



 

 

 

 
 
 
 
 
 

10 

 
Figure 3: OpenID Operation 

 

2.3.2 Example: OpenID@Work:                                                                
Sun Microsystems Implementation of OpenID 

Sun Microsystems, now a subsidiary of Oracle Corporation, have implemented 
OpenID@Work for their internal organizational operations. The main steps are: 

¶ The user visits a web site (relying party - RP) that requires authentication. The 
web site being OpenID enabled, the user enters his OpenID identifier. 

¶ The RP retrieves the corresponding html page. That page contains information 
on where the OpenID@Work provider (OP) is. 

¶ The RP redirects the user's browser to the OP 

¶ OpenID@Work performs authentication of the user 
¶ Upon successful authentication, the user's browser is redirected to the RP and 

logged in. 

2.3.2.1 Overall Architecture 

Overall Architecture of OpenID@Work is shown in Figure 4 and described below: 
1. Registration phase - the user needs to go through a specific phase to register and 

obtain his Sun OpenID ID. The main difference with a standard registration is that 
Sun needs to make sure the principal is indeed a Sun employee. This step leverages 
the OpenSSO's Membership module and is run in a separate instance.  

2. The user visits the RP and provides his OpenID ID (the URL). 
3. The RP obtains the URL from a web server instance (HTTP based) that only serves 
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OpenID IDs (and FAQs) 
4. The RP talks to the OpenID module (an extension to OpenSSO) to create association 

key etc. 
5. The RP redirects the principal's browser to the OpenID instance for authN. The 

OpenID module will communicate with the second OpenSSO module and, if there is 
no valid session, OpenSSO will prompt the principal for authentication. 

6. The principal can at anytime log into the second OpenSSO instance to manage his 
profile (e.g. change password etc.). 

 

 
Figure 4: OpenID@Work, Overall Architecture 

 
Sun uses a session cookie for session management. That session cookie carries an 
encrypted token, called sessionID, which contains information about the current 
session. In addition to encrypting the session cookie Sun recommends to take measures 
to prevent session-cookie hijacking. The open source version for this implementation is 
also available as OpenSSO that is an open development effort based on the source code 
for Sun JavaTM System Access Manager and Sun Java System Federation Manager.  

3. Zigron SSO Implementation 
Zigron proposes a primarily OpenID-based solution that also incorporates the positives 
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and specialties of the other implementations (like CAS and SAML). It is optimal for 
organizations that are accommodating numerous kinds of systems within their 
operational procedures that can include Solaris-based mainframes, web-based 
applications or desktop workstations. The system is shown in Figure 6. 

3.1  Zigron Authentication System (ZAS) 

The Zigron Authentication System (ZAS) is based on OpenID implementation for SSO 
and will be the OpenID provider for all the users of an organization employing our 
services. There are four major components of ZAS:  
¶ Identification 
¶ ID Extension 

¶ Login 
¶ Access  

 
The first module identifies the source (principal) of the login request (mainframe, 
desktop or web browser) and applies necessary parameters. The identifier will be 
equipped with all the identifiers and parameters of that organizationôs system. On 
receiving a request, it will first identify what type of principal has sent this request (A 
mainframe, a web-based user or a desktop client, for example). Then, it will identify the 
language of the operating system of the principal, its make and its version. With such 
kind of information gathered, it will apply the relevant parameters. The second module 
checks all the session details and previous history of the principal, authenticates the 
background and forwards the request to login module. The ID Extension module checks 
the history of that specific principal, its previous logins and any session cookies or 
tokens ZAS may have already for this principal. It then forwards the request to the login 
module. If the login is authenticated (following the same kinds of protocols that were 
discussed in Section 2.3) ZAS sets up required tokens, sessions and cookies for the 
principal and forwards the principal to the required set of applications. ZAS is shown in 
Figure 5.  
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Figure 5: Zigron Authentication System (ZAS), based on OpenID Technology 

3.2  Working Procedure and Use-Case 

ZAS and the whole system operate on a secure protocol (HTTPS). A typical use-case is 
described as follows with the help of Figure 6: 
1. The principal, if not registered before is prompted to get himself registered with ZAS 

OpenID by the server and is redirected to the ZAS registration interface. ZAS also 
registers the principalôs class (mainframe, web-based or desktop). Note that this 
step is only required for the first time.  

2. After the registration, the principal goes to the organizationôs server and provides it 
his OpenID provided by ZAS. 

3. The server consults ZAS about the provided OpenID. 
4. The given ID is checked in regard with the previous records and history. 
5. In case of valid ID, the sessions are created and access is assured. Otherwise, the 

principal is asked to provide his credentials again. 
6. The principal can access the applications accessed to him (according to his assigned 

role in a role-based hierarchical security architecture). He can also access his 
OpenID account on ZAS to perform various actions like changing the password and 
so on. 
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Figure 6: Overview of the system with our SSO implementation 

3.3  Access Control 

Depending upon the successful authentication of the user, ZAS will evaluate the 
authentication mechanism of the given application and will internally translate the 
principalôs submitted information to the type that is actually required by the application. 
After satisfying the applicationôs internal login requirements, ZAS will allow its access to 
the principal. 
 

This means that if for example, a user À (belonging to a user-group ß) in an 

organizational hierarchy is allowed to access only 4 out of 6 applications, this security 
measure will be mapped as it is by ZAS. Hence, after ZAS takes over and SSO is 

implemented, À (and the whole user-group ß) will still have the same access and 
privileges as were defined for him by the administrator previously.  
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3.4  User Interface 

ZAS besides the registration interface (mentioned in Step 1 of Section 3.2) will also 
provide an interface for principal and system administrator (mentioned in Step 6 of 
Section 3.2). The principal will be able to exploit various options applicable to his 
account and administrator would be able to access all records maintained by ZAS and 
would perform various administrative tasks for maintenance. 

3.5  Security 

The principal (may it be a mainframe, web application or a desktop client) can 
communicate with a secured application if and only if its authentication procedures with 
ZAS are successful. If principal fails to authenticate, in no case whatsoever it has an 
ability to access the secured applications on the server that are equipped with the 
authentication protocols. The flow is separately shown in Figure 7.  
 
In addition to that, increased security is made possible by allowing only a fixed number 
(3 to 5) of tries in case of a forgotten/misprinted password after which an account is 
locked and can only be opened again by the administrator.  
 

 
Figure 7: Communication mechanism between principal, ZAS and secured applications 
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3.6  Advantages 

Such a system can be very advantageous for an organization that runs its operations on 
a variety of systems from legacy enterprise architectures to new-age web-based 
systems. Our SSO solution can make everyday routine and working of that 
organizationôs officials very simple and easy where every authorized employee through 
any assigned platform in that organization can connect to the common server and 
database with singular set of protocols and can perform his duties without the need to 
sign-in repeatedly to different applications. 
 
ZAS can also bring to you a very improved and industryôs standardized and up-to-date 
security practices. ZAS will ensure that older systems also comply with the latest 
security protocols and your overall system assuredly remains invulnerable to any known 
or potentially unknown security threat.    
 

4. Case Study: Verizon Thinkfinity 
Zigron developed a complete online system (that includes a CMS-based website, a 
Communities Portal and a Teachersô Management Portal) for Thinkfinity, which is a non-
profit organization founded by Verizon Inc (a major American broadband and 
telecommunications company) and is devoted to providing the free services to the 
educators by offering standard-based, grade specific, K-12 lesson plans and other 
student interactive activities provided in partnership with many of the top education and 
literacy experts and organizations in the US. 

4.1  Scenario 

As mentioned just above, the overall system is a combination of legacy and new 
systems. CMS is the new system that was developed for Verizon. The CMS-based 
management module through which administrators can manage the website and 
add/edit its content. Community portal is a third party system to host and manage a 
number of Thinkfinity communities where users share their ideas and problems. The 
community portal needs to be integrated with CMS and teacher management system 
that is a legacy system with its own user-base and helps in tasks like course 
management and curriculum. 
 
Above-mentioned systems have their own authentication and user management 
modules. Challenge was to provide users SSO so that they donôt have to sign in again 
when user jump from one application to other. To solve this SSO problem we chose 
OpenID-based system that is hosted locally to provide security and ease of 
management. 
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4.2  Operation 

The operating procedure of the registration and rendering of SSO for a Thinkfinity user 
is quite similar to the process described in the sections above although, since all users 
of Thinkfinity are web-based, there is no need to insert a system identification layer. 
Similarly, the security parameters are role-based and are mapped to the SSO 
implementation in exactly the same fashion as devised by the software architectures 
meaning only authorized personnel of Thinkfinity staff gaining access to different 
modules and applications. 

4.3  Use Case 

For simplicity, we will describe a use case that involves super administrator that has 
access to all three modules with every action allowed to him (as defined already by the 
system architecture). The procedure is shown in Figure 8.  
 
1. The user first gets himself registered with our OpenID server where he is provided 

the OpenID.  
2. Let us say that the user first accesses the communitiesô portal (CP) and provides his 

acquired OpenID there.  
3. CP consults our OpenID server for authentication and upon successful 

authentication, a session is created.  
4. The user can now do his various administrative tasks on CP and then decides to go 
to teachersô management portal (TMP).  

5. TMP will check the userôs session details and his access rights against his ID (which 
as a super admin, he has) and will let him through.  

6. Similarly, CMS portal will also carry out the same procedures and will let this user in.   
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Figure 8: SSO Operating Procedure implemented for the Thinkfinity Project 

 

4.4  Benefits Gained 

Thinkfinity was able to garner numerous advantages through Zigronôs SSO 
implementation.  A few highlights are mentioned below: 

¶ Time Efficiency 
o Through our SSO, the authorized Thinkfinity officials are able to manage 

their time more efficiently. An administrator of a large, busy and popular 
website, who usually has a lot on his plate during any common working 
day, would have experienced a lot of time wastage and frustration while 
trying to clear his login credentials at every step. With our SSO, he can 
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perform his duties smoothly and efficiently. 
¶ Easy Management 

o Our SSO implementation made the user management very simple for the 
Thinkfinity administrators. Because users only need one password, 
network administrators do not need to keep a list of which users have 
access to specific files. Additionally, administrators can set authorization 
levels for users so that even if they are logged onto the system with the 
initial SSO password, they still do not have access to every file. With these 
authorization levels in place, users cannot even try to guess a password to 
see an unauthorized file. 

¶ Reduced Costs 
o Thinkfinity has a large user-base. Our SSO implementation saved a lot of 

resources that Thinkfinity would have to spend on technical support for 
users forgetting their different passwords for different applications. 
Additionally, it saved resources on security costs as well because it tracks 
all individuals who initially log in to the system. 

5. Summary 
Zigron due to its fluent software development practices and up-to-date technology 
insight can provide the most reliable, secure and smart SSO implementation to an 
organization. Based on world recognized and reputed OpenID standards, our SSO 
architecture can help any organization achieve its challenges and tasks with simplicity, 
agility and added protection.     

 
 


